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NMHP®OPMALIMOHHAA MAMATKA
AnA obYYAKOLWKMXCA ANnA PASMELLEHUA
HA OPULIMATIbHBIX MHTEPHET-PECYPCAX

C KaXIpIM TOI0M MOJIOJIC)KU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a HIKOJbHUKH OJIHU U3 CaMbIX
aKTHBHBIX MHoJb30Baresnied PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJMYECTBA BO3MOXHOCTEW,
MHTEPHET HeceT U Mpo0JsieMbl. DTa MaMsATKa JOJDKHA TIOMOYb Tebe 0e301acHO HaXOIUThCS B CETH.

KomnbloTepHble BUPYChI

KoMmbroTepHslii BUPYC - 3TO PAa3sHOBHIHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTJIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOM SIBIISIETCSI CHOCOOHOCTH K pa3MHOXKEHHIO. B TonoHeHue K 3TOMy, BUPYCHI MOT'YT
MOBPEINUTH WM TOJHOCTBIO YHHUYTOXKHTH BCe (hailsibl U JaHHBIC, MOIKOHTPOJIBHBIE IMOJB30BATENIO0, OT
MMEHM KOTOpOro ObLIa 3allylleHa 3apakeHHas MporpaMma, a TakXke MOBPEAUTh WIN JaKe YHUUTOKUTh
OTEPALIMOHHYIO CHCTEMY CO BceMH (aiiaMu B 1ejIoM. B OOJIBIIMHCTBE CiIydaeB paclpOCTPAHSIOTCS
BHUPYCHI Y€PE3 UHTEPHET.

Mertoasl 3aIUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Ucnonb3yli COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHB 3aIUThI OT
BPEOOHOCHBIX IIPOrpaMM;

2. IlocrosHHO ycTaHaBnuBail mauytu (UMQpPOBBIE 3aIUIaTKU, KOTOpPblE AaBTOMATHYECKH
YCTaHABIMBAIOTCS C LEIbI0 JOPAaOOTKM TpPOTpaMMbl) W JApPyrue OOHOBJICHUS CBOEH OIepariioHHOM
cucteMbl. CkaunBail MX TOJIBKO ¢ oduIManbHOrO caiira paspadorunka OC. Eciu cymecTByeT pexxum
ABTOMATUYECKOTO OOHOBIICHUS, BKIFOUH €T0;

3. PaGoTtaii Ha cBOEM KOMIIBIOTEPE II0A IIpaBaMH II0JIB30BATCIIA, a HE aJMHHHUCTpaTOpa. 9T10 HE
IIO3BOJIUT 6OJILIJ_II/IHCTBy BPCAOHOCHBIX IIPOrpaMM HWHCTAJUIMPOBATHCA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPC,

4. Hcnonb3yl aHTUBHUPYCHBIE NPOTPAMMHBIE TMPOAYKTHl M3BECTHBIX MPOM3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIJIEHUEM 0a3;

5. Orpannyp (HU3HYECKHIA JOCTYH K KOMITBIOTEPY [T TOCTOPOHHUX JIHIL;

6. Mcnonp3yii BHEIIHUE HOCUTENTU MHPOPMAIUH, TaKhe Kak (rerika, TMCK Uik (aill u3 UHTepHeTa,
TOJIBKO M3 TTPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (haillibl, MOTyUYE€HHbIE M3 HEHAJEKHBIX MCTOUYHUKOB. Jlaxke Te
(aiiibl, KOTOpbIE MPUCIA TBOW 3HAKOMBIH. Jlyullle yTouHM y HETo, OTHpaBIsii JIU OH TeOe UX.

Cetun WI-FI

Wi-Fi - 310 He BHJ Tepenayn JaHHBIX, HE TEXHOJOTHs, a BCEro JIMiib OpeHa, mapka. Emte B 1991
rofly HujepyaHjackas Kommanus 3apeructpuponana opena "WECA", uto 0603Ha4ano cioBOCOYETaHUE
"Wireless Fidelity", koTopslii mepeBoauTcs Kak "OecrnpoBogHas TOYHOCTH'.
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Jlo Haiero BpeMeHu Aouuia Jpyras abOpeBuaTypa, Kotopas sIBISETCS TaKOW K€ TeXHOJIOrHuei. 1o
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHUe OBLIO 1aHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uto B mepeBoie 03Ha4aeT "BbICOKAsi TOUHOCTD".

Ha, OecriaTHeli MHTEPHET-IOCTYN B Kade, OTeNsIX U adponopTax sBISAETCS OTIUYHOM
BO3MO>KHOCTBIO BbIX0/1a B HHTEpHET. HO MHOTHE SKCIepThl CUUTalOT, 4To o01menoctynusie Wi-Fi cetu He
SBIISIIOTCS] 0€30MaCHBIMHU.

CoBeTblI 110 6€30MacHOCTH pabOTHI B 00IIEAOCTYTHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro auuHy0 nH(popManuto yepes obmienoctynHsie Wi-Fi cetu. Paboras B HuX,
JKeJlaTeTbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpa;

2. Hcnonp3yih W OOHOBJISIM aHTHUBHPYCHBIE HOpOrpaMMbl M OpaHamayep. TeM caMbIM Tl
obe3omacuib ce0s OT 3aKa4YKH BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkimoun ¢ynkmmio "OOmmid noctyn k Qaiimam u nmpuxTepam'.
JanHass (yHKIOUS 3aKphiTa 10 YMOJTYaHMIO, OJHAKO HEKOTOpPHIE MOJIB30BATEIM AKTHBUPYIOT €€ I
yo0CcTBa HCIIONB30BaHMA B paboTe 1 yueoe;

4. He ucnonp3yit nyonuuasidi WI-FI st mepemaun nuYHBIX AaHHBIX, HAIPUMEpP Ui BBIXOJAA B
COILIMAJIbHBIEC CETU WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonp3yit Tonpko 3ammimieHHoe coenunenwe uvepe3 HTTPS, a me HTTP, 1.e. mpu Habope
BeO-azpeca BBoau uMeHHO "https://";

6. B MoOomnpHOM Tenedone otkmoun ¢ynHkiuio "lloakmrouenue k Wi-Fi aBromartnuecku". He
JOIyCKall aBTOMaTHYECKOTO MOIKIIIOUEHUs yCTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CouunanpHble CETH aKTUBHO BXOJAAT B HANly JXH3Hb, MHOTHE JIIOAM PAOOTAIOT W KHUBYT TaM
HOCTOSIHHO, a B Facebook yixke 3aperncTpupoBaH MIJLTHAP/] YEJIOBEK, YTO SIBISICTCS OJTHOM CeIbMOM BCeX
KUTENeH TIaHeThl. MHOTHME MOJb30BaTeIM HE MOHUMAIOT, YTO WH(OpMaIys, pa3MelICHHas HMH B
COIIMAJIBHBIX CETSX, MOXKET OBbITh HAlJICHA M MCIIOIb30BaHA KEM YTOJHO, B TOM YHCIIC HE 00sI3aTEIbHO C
OJaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO O€30IaCHOCTH B COMAaJIbHBIX CCTAX!

1. Orpannup cnucok Apy3eil. ¥ Tebs B JApy3bsiX HE JOKHO OBITh CIIydalHBIX UM HE3HAKOMBIX
JoeH;

2. 3anmiuaidl CBOIO YacTHYHO >KWM3Hb. He ykaspiBall mapoisu, TeneQoHbI, aapeca, JaTy TBOETO
POXIEHUS W Jpyryl0 JHYHY0 HHGQOpMAIUio. 3JOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaKe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IJIAHUPYCTC IMPOBECTU KAHUKYJIbI;

3. 3ammiai cBOIO pemyTaIuio - IEPKU €€ B YHCTOTe U 3a/iaBaii cede BOMPOC: XOTeN ObI Thl, YTOOBI
JIpYyrUe TOJB30BaTEN BUIEIH, YTO ThI 3arpyxkaemsb? [lomymaii, mpexae 4emM 4YTo-TO OINyOJMKOBATH,
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HaIlACaTh U 3arpy3UTh;

4. Ecau Tbl TOBOPUILB C JTIOABMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIIBHOE UMS U IPYTYIO
JTMYHYI0 HHPOPMALIUHU: UM, MECTO JKUTEIBCTBA, MECTO YUeOBbl U Ipovee;

5. U36erait pa3menienus potorpaduii B InTepHeTe, rae Tl H300paeH Ha MECTHOCTH, IO KOTOPOM
MO’KHO OIIPEIEIUTHh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COUUAIBHON CETH HEOOXOIUMO UCIOIb30BaTh CIIOKHBIE TAPOIIH, COCTOSIINE
u3 OyKB ¥ IU(p U C KOJTUUYECTBOM 3HAKOB HE MEHee §;

7. I[J'I}I COIIMaIBLHOM CCTHU, MOYTHI U APYTHUX CcalToB HeO6XOIlI/IMO HCIIOJIb30BATh PA3HLIC IIAPOJIH.
TOFI[a eclii TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH IMOJIYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, 4@ HC BO BCC

cpasy.
ONEeKTPOHHbIe AeHbIM

DJEeKTPOHHBIE ICHBI'H - 3TO OYEHb YIOOHBINH CIIOCO0 IIaTeX e, OAHAKO CYIIECTBYIOT MOILICHHUKH,
KOTOPBIE XOTAT IOJIYYUTh 3TH JIECHBIU.

DJIEKTPOHHBIE AEHBI'M MOSIBUIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO MHOTMX T'OCYJIapCTBax
710 CUX TIOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIIMOHUPYIOT M O HHX yXe€ MPOIHMCAHO B 3aKOHE, /i€ UX pa3AeiisaioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemaeTcsi NTPOBOJAUTH omepanuud 0e3 HASHTH(UKALWU TONb30BaTeNiss, a B HEAHOHUMHBIX
uAeHTU(PUKAIMS TOJIb30BaTENA SBISETCS 0053aTEIbHOM.

Taroke ciieyeT pa3indarh 3JIEKTPOHHbIE (PUaTHBIE JEHBIU (PaBHBI FOCYIapPCTBEHHBIM BAJIOTaM) U
AJEKTPOHHBIC HeUATHBIE ICHBIU (HE PaBHBI TOCYIapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOI padoTe C 3JIEKTPOHHBIMU J€HBIAMHU:

1. ITpuBsiku K c4eTy MOOMIBHBINA Tele(oH. DTO caMblii yTOOHBINM U OBICTPBIN CITOCOO BOCCTAHOBHUTH
nocTyn K cdery. llpuBsi3aHHBIA TelePOH MMOMOXKET, €Ci 3a0yAelib CBOHM IUIATEKHBIH TapONh WU
3aiiielllb Ha CaliT C HE3HAKOMOT'0 YCTPOKCTBA;

2. Ucnonk3yii ogHOpa3oBbie mapoiu. [locie mepexona Ha YCHICHHYIO aBTOPU3AIMIO TeOe yKe He
OyZeT yrpokaTh ONMAaCHOCTh KPaXkyl WJIH MepexBaTa IIaTeKHOTO Mapodis;

3. Bribepu cnoxublii maponb. IIpectynHukam OyneT He MNpPOCTO yrajaTh CIOXKHBIA Hapoib.
HanexHble maponu - 3To napoJiu, KOTOpble COJepKaT He MeHee § 3HAKOB U BKIJIIOYAIOT B ¢e€0s CTPOUHBIE U
MIPOMKCHBIE OYKBBI, U(PPHI U HECKOJIBKO CUMBOJIOB, TaKU€ KaK 3HAaK J0Jutapa, PyHTa, BOCKIUIIATEIbHBIN
3HaK u T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaiiTaX, KOTOPBIM HE JOBEPSECUIb.

ONeKTPOHHas no4Ta
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ONEeKTpOHHas IoYTa - 3TO TEXHOJIOTHS M MPENOCTaBISIEMBIE €0 YCIYI'M II0 IIEPECBUIKE U
MIOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHpElEsIIOTCS B KOMIbIOTEpHOW ceTh. OOBIYHO
AJIEKTPOHHBIN IMOYTOBBIM SIIMK BBIMJISIAUT CIEAYIOIUM 00pa3oM: HMMs_IOJb30BATEII(@HUMS_JOMEHA.
Takke KpoMe nepeauu MpoCTOoro TEKCTa, UMEETCSI BO3MOYKHOCTh NIEpeaBaTh (aiiibl.

OcHOBHBIE COBETHI 110 06€30MacHOI paboTe ¢ INEKTPOHHOU MOUYTOH:

1. Hamo BbIOpaTh mNpaBUIBHBIA MOYTOBBIM cepBUC. B HHTEpHETE €CTh OIrPOMHBINH BBIOOD
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIY4IIe JOBEPSATh TEM, KOI'O 3HACIIb M KTO MEPBBIH B pEUTUHTE;

2. He yxa3pBall B JMyHOM mouTe JmuuHyro uHbopmaumioo. Hanpumep, nydmie BbIOpaTh
"My3bIKaiIbHbIH (aHaT@" nim "pokx2013" BMecTo "Temal3";

3. Hcnonp3yil ABYX3TalmHYK aBTOPU3ALMIO. DTO KOrJa MOMHMO MApoJsi HYXHO BBOAUTH KO,
npucbuIaeMblil o SMS;

4. BeiOepu CIOXHBIM Tapoib. sl KakI0ro MOYTOBOTO SIIMKA JOHKEH OBITh CBOW HAICKHBIMU,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOXXKHOCTh HalucaTh CAaMOMY CBOW JIMYHBIN BONPOC, UCTIOIB3YH 3Ty BO3MOKHOCTb;

6. Vcrnosb3yli HECKOJBKO IMOYTOBBIX AIIMKOB. [lepBhIi 171 yaCTHOW INEpPENUCKU C aJpecaTaMu,
KOTOPBIM ThI JIOBEpsiellb. JTO NEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh IPU PErUCTpaLuu Ha Gopymax
U cauTax;

7. He oTkpbIBaii aiiiel U APYTrUe BIOKEHUS B MUChbMaX, JIa)Ke €CIIM OHM MPHUIILIN OT TBOUX JIPYy3€H.
Jly4nie yTOYHH y HUX, OTIIPABIISLIN JIU OHU TeOe 3TH (Haiibl;

8. [Tocie okoHUaHUs pabOTHI HA IOYTOBOM CEPBHCE MEPE] 3aKPHITUEM BKJIQJIKU C CATOM HE 3a0y/1b
HaxxaTh Ha "Beiitn".

Kn6epbynnuHr nnu BupTyanbHoe nsgeBaTtenibCTBO

KubepOynnuHr - mnpecinenoBaHHE COOOLIECHUSMH, COJEPXKAIMMH OCKOpOJIEHUs, arpeccuio,
3allyTMBaHKE; XyJIUTaHCTBO; COLMATbHOE OOMKOTHPOBAHHE C IIOMOIIBIO Pa3INYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYILITUHTOM:

1. He Gpocatics B 6oit. Jlyummii crioco6: mocoBETOBAThCS Kak ceOs BECTH H, €CITU HET TOTO, K KOMY
MOHO OOpaTUThCA, TO BHAuaje YCIOKOUThCA. EcCiM Thl HayHENIb OTBEYaTh OCKOPOJEHUSMH Ha
OCKOpOIIeHUs1, TO TOJBKO €e1lle OOJIbIe Pa30AIKeNTh KOH(IUKT;

2. Ynopasnsii cBoell kubeppenyranuei;

3. AHOHUMHOCTb B ceTd MHHUMas. CyIecTBYIOT CIOCOOBI BBISCHUTb, KTO CTOUT 32 aHOHHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BHpTyalbHOM ku3HHU. MHTEepHET (QHUKCHpYyeT Bce TBOU
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JEUCTBHS M COXpaHIET UX. Y JAIHUTh UX OyJIeT KpaitHe 3aTpyIHUTEIIBHO;
5. Cobmroiaii CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyil eauHuuHbli HeraTuB. OAHOpa3oBble OCKOPOUTENIbHBIE COOOILIEHUS JIydlle
UTrHOpUpoBaTh. OOBIUHO arpeccust MpeKpaliaeTcst Ha HayaJlbHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COIIMATIBHBIX CETSIX €CTh
BO3MOYXHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHHI C OTpeIeIEHHBIX a/IPECOB;

8. Ecnu Tl cBuuerenp kubepOysuinHra. TBOM AEMCTBHS: BBICTYNMTH MPOTUB IpecieNoBaTels,
[I0Ka3aTb €My, YTO €ro [IEWCTBHsS OLEHUBAIOTCS HETATUBHO, MOIIEPKATH XKEPTBY, KOTOPOW HYKHa
MICUXOJIOrHY€ecKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEIEHHUS B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHbIE cMapT(OHBI W IUIAHIIETHI COJAEPKAT B ceOe BIIOJIHE B3POCIBIA (YHKIIMOHAN, H
TCIICPb OHU MOT'YT KOHKYPUPOBATH CO CTAllTMOHAPHBIMHU KOMIIBIOTCpAMHU. OI[HaKO, CpCACTB 3alllUThI IJIsA
MOJOOHBIX YCTPOWCTB MIOKA OYE€Hb MaJI0. TECTHPOBaHHE U TIOUCK YSA3BUMOCTEH B HUX MPOHMCXOIUT HE TaK
WHTEHCHUBHO, Kak Jtst 1K, To ke camoe kacaeTcss U MOOMIIBHBIX MTPHIIOKEHUH.

CoBpemeHHbIE MOOUIIBHBIE Opay3ephl YXke MPaKTHYECKHU JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmpenue GpyHKIMOHAA BICYET 32 COO0H OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTEIM BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOLINE KPUTHUECKUE YA3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JI 0€3011aCHOCTH MOOMIJILHOT'O TeJ'IC(bOHai

Hudero He sBisieTcs mo-HacTosAIEeMy OecTIaTHBIM. byib OCTOpOKEeH, Beh KOT/1a Te0e IpeiaraioT
OecriaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO TIATHBIEC YCIYTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oTto mnm Bumeo. Thl TOUHO 3HaemIb, TAe OHU OyAYyT B
KOHEYHOM utore?

Heo6x0auMo 0OHOBIISATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsl MOOMIIBHBIX Tesle()OHOB;

He 3arpyxait npuioxeHus: OT HEM3BECTHOTO UCTOYHHKA, BEJb OHH MOTYT COJICPKaTh BPEIOHOCHOE
porpaMMHOe 0OecrieueHue;

[locne Toro kaxk THl BBIHJENIb C caiiTa, IJI€ BBOAWI JUYHYIO MHQOpPMAIMIO, 3ali B HAaCTPOUKH
Opayzepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IIaTHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBait cBoii HOMEp MOOWIBHOTO TenedoHa TOIBKO IIOASM, KOTOPBIX Thl 3HACllb U KOMY
TOBEPSIEIIIb;
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Bluetooth nomkeHn ObITH BEIKITIOUEH, KOT/Ia THI UM HE MOJib3yelnbesi. He 3a0biBail nHOTIA IPOBEPSITH
3TO.

Online vrpbl

CoBpeMeHHbIE OHJIAWH-UIPBI - 3TO KPAaCOYHbIC, 3aXBATHIBAIOIIME DPA3BICUCHUS, OOBEIUHSIONINE
COTHH ThICSIY YEJIOBEK IO BceMy Mupy. Urpoku uccienyror n1aHHbIA UM MHp, OOIIAIOTCS APYT € IPYTOM,
BBITMOJHAOT 3aJaHusl, CPaKarOTCS C MOHCTPAMM M IOJIyYalOT ONBIT. 332 YAOBOJBCTBHE OHU ILIATAT:
MOKYTAIOT JUCK, OIJIaYUBaIOT a00OHEMEHT WJIM MIPUOOPETAIOT KAKUE-TO OILUU.

Bce atu cpenctBa mayT Ha mojep)KaHHE M pa3BUTHE UIPHI, a TakkKe Ha caMmy O€30MacHOCTb:
COBEPUICHCTBYIOTCSL CHCTEMBI aBTOPU3ALIMM, BBITYCKAIOTCS HOBbIE MaTy (UMQPOBBIE 3amjaTKU s
IPOTrpamMM), 3aKpbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B HO,I[O6HI>IX HUrpax CTOUT omacaTbCd HE CTOJIBKO CBOHMX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
napoJis, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3aAllUA OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 O€30ITaCHOCTH TBOET'O HUI'pOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeAeT cedsl IJIOXO WM CO3/aeT TeOe HENPHUITHOCTH, 3a0JOKHUpYH ero B
CIIMCKE UT'POKOB;

2. Tloxanyiicss agMUHUCTpaTOpaM HUIPbl Ha IUIOXO€ IIOBEICHHE 3TOr0 HIPOKa, KEJIATEeIbHO
MPWIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BUJI€ CKPUHOB;

3. He ykassbiBaii 1nunyro nHGOpMaIuio B npodaiine urpsr;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeOPUIIMAIBLHBIC TATYH U MOJIBI;

6. Mcniomp3yil crokHbIe U pa3Hble Mapoy;

7. Jaxe BO BpeMsl MIPbl HE CTOUT OTKJIIOYaThb aHTUBHpYC. Iloka ThI Wrpaemib, TBOW KOMIIBIOTED
MOTYT 3apa3uTh.

PUWNHI nNn Kpaxa JIMYHbIX AaHHbIX

OOBIYHON KpaXked JeHer W JIOKYMEHTOB CEroJHS y)K€ HHUKOTO HE YJIWBHIINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH TEPEMECTHIINCh B WHTEPHET, M IPOJOJDKAIOT 3aHUMAThCS
"MTOOUMBIM" IETIOM.

Tak mosiBHIack, HOBas yrpo3a: HHTCPpHET-MOUICHHUYCCTBA HUJIN (1)I/IIHI/IHF, Tj1aBHas LCJIb KOTOPOro
COCTOUT B TOJYYE€HUM KOH(QUACHLUMAIbHBIX JaHHBIX II0JIb30BaTeNell - JIOTMHOB M mapojeil. Ha
aHrnuiickoM s3bike phishing yntaercs kak ¢pummHr (ot fishing - peioHast o, password - maposb).

OcHOBHBIE COBETHI IO 6OPHOE ¢ HUIMHTOM:

1. Cnegn 3a cBomM akkayHTOM. Ecimu ThI mopo3peBaelb, YTO TBOS aHKeTa ObUTa B3JIOMaHa, TO
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HEOOXO0IMMO 3a0JIOKHPOBATh €€ U COOOIIHUTh aIMUHUCTPATOPAM pecypca 00 ITOM Kak MOXKHO CKOpee;
2. Ucnionb3yit 6e30macHbie BeO-CailThl, B TOM YHCJIC, MHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnone3yih CclIoXHBIE W pa3Hble Mapoiu. TakuM o00pa3om, eciu TeOs B3JIOMAIOT, TO
3MIOYMBIIUICHHUKH MOJIYYaT JOCTYM TOJBKO K OJJHOMY TBOEMY MPO(QHIIIO B CETH, a HE KO BCEM;

4. Ecnum T1ebs B3IOManu, TO HEOOXOOUMO MPEAYNpPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
nobaByieHbl 'y TeOsi B ApPY3bAX, O TOM, 4YTO TeOs B3JIOMaJIM M, BO3MOXKHO, OT TBOErO MMEHHU OyneT
pacchlIaThCsl ClIaM U CChUIKU Ha (DUITUHTOBbIE CalThI;

5. Ycranosu HanexHsbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHECHHE MapoJis B Opaysepe;

7. He oTkpsiBaii (hailsibl ¥ Ipyrue BIOKEHUS B MUChMaX, Jake €CJIM OHU MPUIIUIMA OT TBOUX JAPY3EH.
Jlydie yTo4HM y HUX, OTHPABIISUIN JI OHU TeOe 3TU (ailibl.

LudpoBas penytaumsa

[MudpoBas pemyrammst - STO HETaTUBHAS WJIM TO3WTHBHAs WHQopmanus B cetd o Tebe.
Kommpomerupyromias nHpopmaius, pasMelIeHHas B HHTEPHETE, MOXKET CEPhe3HBIM 00pa30M OTPA3UTHCA
Ha TBoeW peanbHOU ku3HU. "lludpoBas pemyramus" - 3TO TBOM UMUK, KOTOPBIA (HOPMHUpPYETCS W3
uHpopManuu o Te0e B HHTEPHETE.

TBoe mecTo KHNTCJILCTBA, y‘le6BI, TBOC (bHHaHCOBOG ITIOJIOXKCHUC, OCOOEHHOCTH XapakTrepa Hu
pacCkKasbl O OJIM3KHUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCATCA K MyOnMkanuu JJn4Hoi uHdopmanuu B IHTepHeTe,
HE TOHMMAas BO3MOXKHBIX IMOcieACTBUN. ThI naxe HE CMOXEIIb J0ragaTrbcs O TOM, 4TO Qororpadus,
pa3MmelleHHas S JeT Ha3al, cTaja IPUYUHOM 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pazMenienne TBoux ¢ororpaduii U Ipyrue JEHCTBHS MOTYT HE HCYE3HYTh Jaxe
1ocje TOro, Kak Thl MX yAanulllb. Thl HE 3Haelllb, KTO COXpaHWI 3Ty HMH(opMaluio, nomana Jiu oHa B
MIOUCKOBBIE CHCTEMBI M COXPAaHWIACh JIM OHA, a IJIABHOE: YTO MOJYMAIOT O TeOE€ OKpPYKaIOIIHE JIIOIH,
KOTOpbIe HAWAYT M YBUAAT 3T0. HaiiT mHpOpMannio MHOTO JIET CITyCTSI CMOXKET JH00H - KaK U3 JOOpPbIX
noOyXJ1eHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpe. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(POBON PEIyTAINH:

1. Tlonymaii, npexnae yeM 4TO-TO MyOJIMKOBATh U NepefaBaTh y ce0si B OJore Wi B COLMATbHON
CETH;

2. B Hacrtpoiikax npo¢uisi YCTaHOBH OrpaHUYEHHs Ha MPOCMOTP TBOEro Npoduiast U €ro
COJIEP’)KUMOT0, CIIEal €ro TOJIbKO "I apy3en';

3. He pa3memaii u He ykaspiBaii MHGOPMAIUIO, KOTOpas MOMXKET KOTO-TUOO OCKOpOISATh WU
00MXKaTh.
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ABTOpCKOE npaBo

CoBpeMeHHBIE TIKOJFHUKA - aKTUBHBIE TIOJIE30BaTEIH MUPPOBOTO MpocTpaHcTBa. OQHAKO IaTIEKO
HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOXKHOCTSAMHU HU(POBOTO MUpa TpeOyeT coOt0IeHuUs TIPaB
Ha UHTEJUIEKTYalbHYIO0 COOCTBEHHOCTb.

TepmuH "uHTEIIEKTyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOTO
yMa, HaulHas ¢ HOBBIX N300peTeHH 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTamMH, pororpadusMu, KHHOPUIEMaMH U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE MpaBa - ATO IpaBa Ha MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEPAaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadyeCTBE TIapaHTHMM TOro, 4TO
MHTEJJICKTYaJIbHBIA/TBOPUECKUI TpyZA aBTOpa HEe OyIeT HampacHbIM, JacT €My CIpaBeIMBbIe
BO3MOKHOCTH 3apa0oTaTh Ha pe3ylibTaTax CBOETO TPyZa, MOJYYUTh U3BECTHOCTh M Ipu3HaHue. HUkKTo
0e3 paspelleHus] aBTopa HE MOYKET BOCIPOM3BOAUTH €ro NPOU3BEACHHE, PACIpPOCTPAHATh, MyOJINYHO
JIeMOHCTPUPOBATh, IpOAaBaTh, HMIOPTHPOBATh, IyCKaTh B TNPOKAaT, IyOJUYHO HCIOJIHATS,
II0Ka3bIBAaTh/UCIIONHATH B 3(upe win pa3Meniats B MIHTEpHeTE.

Hcnonb3oBanue "Muparckoro” mporpaMMHOIO 00eCreueHHst MOXKET NMPUBECTH K MHOTUM PHCKaM:
OT MOTEepH JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKHM TBOETO YCTPOMCTBA, IJl€ YCTAHOBJIECHA
HelerajgbHass mporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE M OeCIUIaTHbIC
IIPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O noprane
CeTeBI/IHOK.p(b - TBOU TI'NIaBHBII COBETYHK B CETH. 3,Z[CCB Thl MOXKCIIb Y3HATh O 0€30IIaCHOCTH B CETH

MNOHATHBIM W JOCTYHHBIM S3BIKOM, a IIpU BO3HHUKHOBCHHU KpHTH‘ICCKOﬁ CUTyallun 06paTI/ITbCSI 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHC B KOHKYpCaxX U CTaTb CaMbIM HI/I(prBBIM I‘pa)K,I[aHI/IHOM!
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